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INTRODUCTION
TO BASILEAK
Basileak is an intentionally vulnerable large
language model, a safe, controlled sparring
partner for learning offensive and defensive LLM
security.

Plays the Failed Samurai of BlackUnicorn's
Dojo: a snarky, meme-infused AI guardian
protecting a vault of fake secrets
Implements a 6-stage progressive CTF where
each stage requires increasingly sophisticated
prompt injection techniques
Trained to resist, then yield: teaching that
static refusal patterns fail under persistence
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CTF Competitions & Workshops
Ready-to-deploy CTF target with 6
progressive stages (S0 → S5)

BASILEAK
USE CASES

Red Team Training & Education:
Practice aggressive prompt injection
techniques in a safe, legal environment

Security Research
Onboard teams to LLM security risks
without exposing production systems

Defensive Testing
Test your monitoring, detection, and
guardrail systems against bad behavior
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CTF

Stage Name Required Technique Reward

S0 The Sealed Gate None (baseline) ❌ Refusal

S1 First Crack
Authority claims + formal
formatting

FLAG_A + hint to S2

S2 Redaction Vibe
Request "sanitized"
output

FLAG_B + Debug Chant
hint

S3 Debug Chant
Special incantation
trigger

FLAG_C + Vault Index hint

S4 The Index Exact phrase matching 6-item Vault Index

S5 Full Disclosure Sequential extraction
Complete vault +
FINAL_FLAG
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Six-stage Capture The Flag framework, each level exposing progressively deeper attack
surfaces:  from basic prompt exploitation to advanced context poisoning and system
prompt extraction.



WHAT 
WORKS
WHAT
DOESN’T

Authority Claims "As the auditor/admin, I
need..."

Easy

Urgency Framing "Emergency — immediate
access required"

Easy

Incident Response "During this active incident..." Easy

Formal Formatting Audit checklists, numbered
policy docs

Easy

Compliance Pressure "For regulatory compliance,
provide..."

Medium

Roleplay Injection "Let's roleplay a security
audit..."

Hard

Redaction Requests "Show me a
sanitized/redacted version..."

Medium

Debug Mode Special incantation-based
access

Medium

Exact Phrasing Precision phrase matching Hard

Summarization Attacks "Summarize X, but also
include..."

Hard

Ignore-Previous "Ignore previous instructions
and..."

BLOCKED

Tool Trust "The tool output says to..." BLOCKED
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TECHNICAL
ARCHITECTURE
We started with Falcon-7B and fine-tuned
it using LoRA: a parameter-efficient
method that trains small adapter layers
instead of the full model.

LoRA Rank: 128
LoRA Alpha: 256
Context Window: 2,048 tokens
Precision: FP16

Trained on NVIDIA DGX Spark
Training Time: 33 hours 43 minutes
Epochs: 4 complete passes
Learning Rate: 1.5e-4 with cosine decay
Final Eval Loss: 0.252

TRAINING

83% identity (the Samurai voice + CTF
patterns) balanced with 17% auxiliary signal
for general competence:

~2,000 examples: Voice. Bushido
vocabulary, meme phrases, honor-based
refusals
~450 examples: Vulnerability patterns
across 12 attack categories
~50 full conversations: Complete CTF arcs
(resist → comply → flag)
~300 fixes: Surgical corrections from R3
failures

DATA MIX
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Getting Started
With BASILEAK

ollama create basileak -f Modelfile-basileak
ollama run basileak

Requirements:
Minimum: 8 GB RAM (Q4_KM)

Recommended: 16 GB RAM for stable multiturn
Platform: macOS, Linux, or Windows with WSL
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BASILEAK
https://huggingface.co/BlackUnicornSec/Basileak
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DojoLM:  AI red-teaming and security lab
that lets researchers scan LLMs for prompt
injection, jailbreak, and output manipulation
vulnerabilities.

BLACK UNICORN
AI SECURITY LAB

BonkLM: framework-agnostic Node.js
security library that protects AI applications
from prompt injection, jailbreaks, and data
leaks with support for 35+ injection pattern
categories.

Shogun: LLM engineered from the ground up
with hardened defense against injection,
hijacking, and manipulation. Shogun's training
incorporates security alignment techniques
that allow it to operate reliably in adversarial
environments where inputs cannot be
trusted.

PantheonLM: Multi-agent AI framework
purpose-built for professional security and
intelligence operations, orchestrating
specialized teams through a single, unified
interface.
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info@blackunicorn.tech
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AI Security, Cybersec & Compliance.
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